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Who Constitutes a Covered Entity?

At this point, while we await the Final Rule and its definition of what constitutes a “Covered Entity” for purposes of the 
Act, Presidential Policy Directive 21 has defined Critical Infrastructure industries as including the following:
 
1. Chemical 9. Financial Services
2. Commercial Facilities 10. Food and Agriculture
3. Communications 11. Government Facilities
4. Critical Manufacturing 12. Healthcare and Public Health
5. Dams 13. Information Technology
6. Defense Industrial Base 14. Nuclear Reactors, Materials and Waste
7. Emergency Services 15. Transportation Systems
8. Energy 16. Water and Wastewater Systems

What Triggers Notification?

The Act provides that “at a minimum” the following shall constitute “substantial cyber incidents” to be covered by the 
Act: 

• A cyber incident that leads to a substantial loss of confidentiality, integrity, or availability of such information 
system or network or a serious impact on the safety and resiliency of operational systems and processes.

• A disruption of business or industrial operations, including a denial of service attack, a ransomware attack, or 
exploitation of a zero-day vulnerability against an information system or network, or an operational technology 
system or process.

Overview 

On March 15, 2022, President Biden signed into law the 
Strengthening American Cybersecurity Act (“SACA”), which includes 
the Cyber Incident Reporting for Critical Infrastructure Act of 2022 
(the “Act”). The Act created a framework for reporting obligations 
with a 72-hour notification deadline for victims of cyber-attacks 
whose businesses operate in certain “critical infrastructure sectors.” 
Oversight and enforcement of compliance will be handled by 
the Cybersecurity and Infrastructure Security Agency (“CISA”) in 
conjunction with the Department of Justice (“DOJ”). Although the 
Act has been signed into law, the director of CISA has 24 months to 
publish a notice of proposed rulemaking and permits an additional 
18 months thereafter for issuance of a Final Rule.
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• Unauthorized access or disruption of business or industrial operations due to loss of service facilitated through, or 
caused by, a compromise of a cloud service provider, a managed service provider, or another third-party data hosting 
provider, or by a supply chain compromise.

The Act further provides that you are to consider: “i) the sophistication of novelty of tactics used to perpetrate such a cyber 
incident, as well as the type, volume, and sensitivity of the data at issue; ii) the number of individuals directly or indirectly 
affected or potentially affected by such a cyber incident; and iii) potential impacts on industrial control systems.”

Notification Timeline

Once a cyber incident has been discovered, a Covered Entity has 72 hours to provide initial notification to CISA. Failure to 
comply may subject a Covered Entity to being the target of a subpoena from CISA and/or referral for investigation to the 
Department of Justice. 

Use This Time to Prepare and Get Your Incident Response Plan in Order

• Do you have an Incident Response Plan to allow you to effectively and efficiently respond to a data security incident? 
If not, we can help you prepare an Incident Response Plan. If you already have one, when did you last review and 
update it? We can also assist you in updating your current Incident Response Plan to ensure that it is up to date and 
contemplates the most recent legal notification obligations.

• Have you put your Incident Response Plan to the test? Let us run a table-top exercise to see how your team responds 
to a cybersecurity crisis, identifying areas of improvement so that you are ready for the “real thing.”  

• What about the implementation of i) administrative, ii) physical, and iii) technical safeguards to protect your sensitive 
data: Have you created such safeguards with a mind towards cybersecurity? When were those safeguards last 
reviewed and strengthened? Regulators scrutinizing your response to a data security incident will focus on that very 
question and your efforts to determine whether you took reasonable steps to avoid a breach of sensitive data.  

Working together we can prepare you for what’s coming, SACA and beyond…

If you have any questions, please contact Joel Bruckman at (312) 360-6461 or jbruckman@freeborn.com,  
or another member of Freeborn’s Cybersecurity and Data Privacy Team.
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